Office of Security (OSY) “Active Shooter”/Workplace Violence 

Code Red Alert - Interagency Meeting
Emergency Operations Center

Wednesday July 15, 2009 – 1000 Hours

**Operation Coordinated Response 09**

TTX Planning Discussion

Attendees:
1. Alfred Broadbent – Director –OSY – abroadbent@doc.gov 

2. Robert Page – Assistant Director – CEPD – rpage@doc.gov  

3. Robert Schappert  - CEPD – rschappert@doc.gov 
4. John Wain – Antiterrorism Division – jwain@doc.gov 
5. Will Smith – COTR – Security Force – wsmith2@doc.gov 
6. Ron Hypolite – Physical Security – rhypolite@doc.gov 
7. George Lee – Investigation and Intelligence Program – glee2@doc.gov 
8. Mike Benedict – Investigation and Intelligence Program – mbenedict@doc.gov 
9. Sarah Steck – Director – EAP – ssteck@doc.gov 
10. Mick Rusten – OAS – mrusten@doc.gov 

11. Jay Loveless – OAS – jloveless@doc.gov  

12. Illiya Knolton – CSSD – iknolton@doc.gov 
13. Sheryl Hollins – Physical Security – shollins@doc.gov 

14. Chris Yezzi – MPD/SODs – christopher.yezzi@dc.gov 
15. Charles Yarbaugh – MPD/SODs – charles.yarbaugh@dc.gov 

16. Elliott Grollman – DHS/FPS – Elliott.grollman@dhs.gov 

17. Craig Baker – DCFD – craig.baker@dc.gov  (Met on 7/17/09 at 1000 hrs)
Introductions:
Office of Security Director Alfred Broadbent called the meeting to order at 1015 hours with roundtable introductions and welcomed the attendees to the Herbert C. Hoover Building (HCHB). He provided an overview of the proposed tabletop exercise – Operation Coordinated Response 09 – focusing on an active shooter scenario in the HCHB. He advised the group that Commerce is the only Federal agency conducting an exercise of this nature in the National Capital Region and welcomed the participation and contributions of the interagency attendees. He conveyed to the group that he would eventually like to see this tabletop exercise serve as a template for other Federal agencies to follow, consistent with the Federal Grant Program that is available through the law enforcement community.
Roundtable Discussion Items:
· Draft of TTX – The exercise strawman is focused on what OSY/HCHB officials refer to as a “Code Red Alert” when an active shooter or workplace violence incident is encountered. An incident of this nature will involve an integrated response protocol between the HCHB Security Force, Emergency Operations Center (EOC), and the Investigation and Intelligence Program (IIP) within the Antiterrorism Division (ATD) of OSY. This has already been completed. The purpose of this meeting is to glean the information needed from interagency partners, to develop an external response protocol so all activities fall under a unified command and control process.
· Charlie Yarbaugh MPD/SOD – Presented an overview of the aftermath of the Holocaust Museum incident and the importance of incident pre-planning. He discussed the dynamics involved in an active shooter situation and advised the group that he gleaned some best practices from the Israeli’s during site visits and joint training initiatives. He discussed the differences between two types of active shooter incidents, domestic and terrorist, and stressed the need for interagency training to mitigate operational issues.
· Intergroup exchange – SWAT team would respond to an active shooter or armed suspect/intruder incident and attempt to talk the situation through to a non-violent conclusion. However, their arrival would take approximately 1 hour and 30 minutes to prepare and arrive at the location of the incident.  HCHB Security Force would provide immediate perimeter establishment and containment activities pending the arrival of interagency response teams. The first arriving/initial officers (< 2 minutes) will form the Contact Team consisting of approximately eight officers from the Metropolitan Police Department (MPD) and Federal Protective Services (FPS). U.S. Park Police would serve as their back up team with 8-11 officers. Terrorists conduct pre-planning activities of their own and generally know the integral layout nuances of their intended target structure.
· Operational considerations – Terrorists will attempt to disable security cameras when they see them. It is a “very bad idea” to practice building evacuations to the same staging venues during evacuation drills, exercises, and real-world events because of the potential for an Improvised Explosive Device (IED) being detonated by a terrorist or armed suspect in the staging areas in support of the ongoing inside operation. For this reason, security-planning initiatives require a back up or “Plan B” to their Occupant Emergency Plans (OEPs) to minimize this exposure. The EOC will support the response with PA and security camera activities if they are not disabled.
· Tactical considerations – First arriving officers will report to Side 1 (address side) of a building unless otherwise advised to formulate a coordinated entry plan to mitigate the active shooter. Escorts may or may not be assigned to arriving officers. If they are, they must be armed. Tactical command posts will be initially established on Side 1 and not necessarily in the EOC. It depends on the situation. Eventually the EOC will ramp up as a unified command and control support entity to response operations. Director Broadbent advised the group that IIP would send an armed member to coordinate command post activities on the outside of the building.
· Staging areas – Sgt. Yarbaugh will meet with HCHB security officials to review potential staging areas for a law enforcement coordinated response to an active shooter incident. These staging areas may not be consistent with DCFD staging SOPS, which will be discussed later in this document. Staging areas may be very fluent due to the dynamic nature of these incidents. Most of them are over with in minutes and mitigated by first arriving officers before SWAT teams arrive. Communications are critical to effective operations involving staging areas and personnel.
· Weaponry – Terrorists and armed intruders typically have advanced weapons consisting of AK- 47s and IEDs for hostage taking and barricade situations. MPD, FPS, and U. S. Park Police agencies cross train routinely to ensure that they have the firepower to bring to bear on the situation.
· Pre-Planning Issues – Close liaison activity is important to protecting the critical infrastructure. OAS has agreed to provide the EOC with up-to-date schematic floor plans to assist response teams with interior tactical operations. These floor plans will be available and incorporated into the TTX as game play to add authenticity to the exercise. The security force COTR will arrange for a “walk-through” for response teams for building familiarization prior to the exercise whenever it is convenient.
· Training issues – Chris Yezzi (MPD/SOD) advises that surveillance detection and reporting things that look out of place are critical training and orientation issues for building occupants. He offered to serve as a POC for OSY training – Director Broadbent approved this and thanked him for his offer.
· Employee Assistance Program – HCHB EAP Director Sarah Steck advised the group that when it comes to the threat of imminent workplace violence, confidentially issues are moot. The EAP will contact security officials at 2x 2222 to contain an employee with violent potential in the EAP office until outside law enforcement arrives to follow up if necessary. Director Steck and Bob Schappert discussed the “Workplace Violence DAO” off-line and agreed that changes should be considered in certain areas of responsibilities. These areas would be identified during the vetting process within OSY.
· Fire Department discussion – Bob Schappert met with Deputy Chief Baker on Friday, July 17th at 1000 hrs in the EOC to up brief him on the discussion that took place during the meeting. He advises that the DCFD Battalion Chief responding on the initial call for an active shooter incident will indicate the staging area for fire department units by using the terminology – “designated staging area” or “stay back away in line of approach”. A Battalion Chief will also remain with his/her vehicle until a command presence has been established.  If a command post has been established it would be helpful if the HCHB Security Force Office would make a secondary notification to the DCEMA dispatcher who will pass this on to fire department command personnel. Active shooter and barricade incidents trigger a multi-unit response so early and accurate informational exchange is important to fire department officials who are responding. “Casualty Collection Points” in the aftermath of an active shooter incident should be located in the main lobby of the HCHB. Chief Baker also indicated that Garaventa Chairs serve a purpose for moving seriously injured occupants to the lobby for treatment.
· Supplemental information – Chief Baker advised that sometime during the fall window, the DCFD would be conducting an exercise to test, evaluate, and validate unified command post activities. He will extend an invitation to Director Broadbent to participate/observe. This exercise will identify gaps in ramping up an interagency unified command and control structure during a working incident.
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